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Narilam malware target Iran Financial SQL Databases
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finantial admin

DELETE TABLE accounts;
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GRANT UPDATE ON accounts TO Jjoe;

REVOKE admins FROM joe;
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Attackers Using New MS SQL Reflection Techniques
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The bad guys are using a fairly new technique to tamper with the Microsoft SQL Server Resolution Protocol
(MC-SQLR) and launch DDoS attacks.

In an advisory released this morming, Akamai's Prolexic Security Engineering & Response Team (PLXsert)
described it as a new type of reflection-based distributed denial of service (DDoS) attack.

PLXsert first spotted attackers using the technique in October. Last month, researcher Kurt Aubuchon studied
another such attack and offered an analysis here. PLXsert replicated this attack by creating a script based on

Scapy, an open-source packet manipulation tool.
apy pe ?\S% P
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Bank is flooded witﬁ requests
and cannot operate effectively.
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#1 password
#2 123456
#3 1234567¢
#4 abc123
#5 123abc
#6  monkey
#7  letmein
#8 dragon
# 111111
#10 baseball
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B Repository Creation Utility - Step 2 of 7 : Database Connection Detalls =10] x|

Database Connection Details @ - ORACLE 1 g
FUSION MIDDLEWARE

| Qotabase TYPE:  Oracie Database
. SCrente Repostory
+ Database Connection
Host Name: W2K311gr2
For RAC database, specify VIP name or one of the Node name as Host
name

Select Components

Port 1521

Service Narme orcl

Username: SYS
User with DBA or SYSDEA privileges. Exsmplacsys

Password vescesasl

SYSDBA v
One or more components may require SYSDBA role for the operation to
succeed

< Back __r_a_:tsr_‘
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Privileged User Threats

GreenSQL
Unified Database Security
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Logfiles  Configurations  Messages  Traps & Alerts  Metrics  Scripts  Changes  Tickets
F |

Windows Linux/Unix Virtualization Applications Databases Networking
* Registry » Configurations -+ Hypervisor * Web logs » Configurations  + Configurations
» Eventlogs - Syslog » Guest OS * JMS, IMX * Audit/query logs - syslog
* File system - File system » Guest Apps * NET events * Tables * SNMP
* ps. kostat. top » Code and scripts * Schemas * netflow
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Dashboard to
analyze audit
logs from
multiple Oracle
database servers
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